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Q: Thank you so much for taking the time to talk to us today  
     about Ferrari’s digital transformation journey and recent  
     adoption of HCL AppScan for application testing. Before  
     we dive in to discuss your use case, will you give a brief  
     introduction for yourself and your role at Ferrari?

Alessio: Thank you for having me here. I work in the 

technology product manager on the Digital Experience 
team involved in all solutions for user facing products. I 
am responsible for all technologies under the hood of 
Ferrari.com, e-commerce, MyFerrari App, Scuderia 
Ferrari Fan App. 

in Ferrari was created a couple of years ago and my 

This allows us to look at cloud development with a 
comprehensive approach that needs to be scaled for 
each of our business environments in order to 
maximize its benefits.

Understanding the impact our software has on customers’ success is critical to HCL AppScan as we strive for 
continuous improvement and innovation. This is especially true when working with a client like Ferrari.

The HCL AppScan team recently interviewed Alessio Glorioso, Digital Product Manager at Ferrari S.p.A., to discuss 

digital ecosystem processes, Glorioso provides an inside look at how HCL AppScan is being used in the organization.
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      some of the key aspects that make up the   

Ferrari is always trying to innovate behind the scenes via 
a large digital ecosystem that includes a range of web 
applications and platforms designed to handle massive 

and fans, from retail and dealerships, right through to 
our cars. Each of these applications are connected, 
which enables a seamless flow of information and 
services, and the goal is to create a consistent 
experience for our customers.

delivering the Ferrari experience as is the engineering 
under the hood of our cars, and maintaining an excellent 
level of quality on our digital product requires constant 
updates and rigorous testing.

A:

Going under the Hood
The integration of HCL AppScan in Ferrari’s daily operations

Alessio Glorioso, Digital Product Manager -Ferrari S.p.A



 

 

 

Q: Can you elaborate on how the testing of these web  
     applications impacts the user experience and  
     overall trust?

Testing web applications is critical to ensuring 
the quality and reliability of our digital services. 
We foster an environment where users trust us to 
deliver high-quality, reliable applications. 
Customers benefit from reliable online 
transactions and personalized services. When 
users feel confident, their overall experience 
improves, leading to increased satisfaction.

Q: Explain how application testing plays a role in how  
      Ferrari is modernizing its development processes?

and this includes integrating automated 
application testing into our cloud-based 
software development pipeline. What this does is 
allow us to continuously integrate and deploy 
new features, ensuring everything is thoroughly 
tested before it goes live. With automated 
testing we can find and fix issues quickly, making 
our development process much more efficient. 
This proactive approach not only reduces 
post-launch risks, but also reinforces our 
commitment to innovation and reliability.
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A:
A:

A:

     across the Ferrari development processes?

Advanced testing with our goal of keeping 
development processes streamlined is a 
balancing act. One major priority is safeguarding 
continuous operations — we want to avoid any 
disruptions that could impact our business. 

Q: How do DevSecOps best practices contribute to  
      Ferrari’s software quality and risk management?

There is a clear need to manage any potential 
risk. Adopting DevSecOps processes lets us build 
quality into every stage of the software 
development lifecycle. We can run continuous, 
end-to-end testing, making it easier to spot and 
fix issues early on.

       vulnerabilities early in development?

We manage a large digital ecosystem that needs 
to function at lightning-fast speeds. Catching 
issues and problems early allows us to 
proactively address and resolve potential issues 
before they affect production and result in 
downtime.

A:

A:

“This digital infrastructure is just as

  experience as is the engineering under
  the hood of our cars.”
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      HCLSoftware and adopt HCL AppScan on Cloud?

Our decision to team up with HCLSoftware and use 
HCL AppScan on Cloud is an exciting development 

modern DevSecOps practices and strengthens our 
focus on application testing. 

With HCL AppScan’s comprehensive end-to-end 
testing capabilities, we can tackle our diverse needs 
using a single platform. We face tough quality 
standards, so the ability to automate testing and 
avoid the inconvenience of juggling multiple tools is 
a meaningful change for us.

With HCL AppScan on Cloud, we can access a 
centralized dashboard with unified visibility across 
our entire development landscape. This level of 
transparency and control is crucial for us, especially 
given the complexity of our continuously evolving 
applications.

A:

Q: How does HCL AppScan on Cloud help Ferrari  
      accomplish all of its testing needs?

With HCL AppScan, Ferrari has access to multiple 
testing technologies including dynamic, static, and 
interactive analysis, as well as software composition 
analysis for open-source software components, all in 
one platform. This is a huge benefit. Our developers, 
DevOps teams, and other professionals can leverage 
these tools at various stages of development.

Dynamic Analysis (DAST) analyzes web applications 
in real-time to catch issues before they become 
problems. Static Analysis (SAST) identifies issues 
early in the lifecycle for our developers; and we love 

actionable insights. Software Composition Analysis 
(SCA) assesses open-source components for known 
issues, integrating smoothly with SAST for thorough 
checks. Plus, with Interactive Analysis (IAST), we can 
watch the flow of traffic to our applications, look at 
corresponding source code and correlate findings 
with DAST and SAST.

This is really helpful to prioritize and address critical 
issues more efficiently.

A:

“With HCL AppScan’s comprehensive
  end-to-end testing capabilities, we can 
  tackle our diverse needs using a single
  platform.” 



 
 

 

“Total cost of ownership for us, in terms of
 operations, but also in terms of back-fixing,
 and also in terms of testing, in any phase 
 of development, the total cost of ownership 
 has been reduced by HCL AppScan.” 
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We appreciate how seamlessly HCL AppScan fits 
into our existing cloud pipeline, making it easy for 
us to enhance our testing capabilities without 
disrupting our current workflow. We love that it 
also provides platform solutions for our growing 
testing needs without limits on applications, users, 
or scan jobs.

A:

Q: How do you see HCL AppScan on Cloud playing a  
      continued role going forward?

HCL AppScan provides a holistic approach to 

ensure the quality of the critical data flowing 
through our apps.

Looking forward, we can’t wait to extend the 
coverage of these testing integrations to our most 
legacy applications. It’s a space full of unique 

the quality of our apps in high-stakes 
environments means we need to be quick on our 
feet. With HCL AppScan on Cloud, we can adapt 
to whatever comes our way while ensuring 

compromised.

A:

Q: Anything additional, you’d like to add beyond  
      what I’ve asked, from the Ferrari perspective in  
      terms of application security or your digital   
      ecosystem? We’d love to hear whatever possibly  
      comes to mind!

A:

Q: What benefits has Ferrari seen so far with the  
      adoption of HCL AppScan on Cloud?

By incorporating multiple testing tools directly 
into our development pipeline we’re reducing 
issues, improving compliance and enhancing the 
overall quality of our software. We can now find 
and address issues earlier, so our applications stay 

customers expect.

A:

Q: How has HCL AppScan helped Ferrari with a   

our testing solutions specifically to our needs. This 
collaborative approach delivered a development 
process completely customized to us.

A:

Q: Beyond the technologies, how does HCL   
      AppScan on Cloud meet Ferrari’s evolving needs?

With our alliance (with HCL AppScan) there’s an 
element of accountability. Our teams, sta�ing 
from development to testing phase, now work 
with an element of collaboration and it permits 
accountability. Each team is accountable for each 
of their phases and each has seen innovation by 
(HCL AppScan) providing an automated 
component to them. As a manager, to me the 
most impoant benefit we’ve seen is lowering total 
cost of ownership by using your application. Total 
cost of ownership for us in terms of operations, 
but also In terms of back-fixing, and also in terms 
of testing in any phase of development, the total 
cost of ownership has been reduced by HCL 
AppScan. It’s so applicable for us, we have a 
graph, that we can invest our time and cost saved 
to focus more on quality and pe�ormance. 

We’ve been able to move our investment 
resources because of your innovation, your 
product; it’s been a fantastic implementation for 
us, and therefore our distribution blockchains, for 
sure. It’s quite impo�ant to have an automated 
tool to do our processes, and have the ability to 
understand be�er what is the problem, the issue. 
It allows us to prioritize our issues inside the 
development lifecycle. 

It’s been an amazing experience of innovation and 
spirit of embracing our Digital+ philosophy for us 
both.



To learn more about HCL AppScan, visit us here.
explore here.

https://www.hcl-software.com/appscan?referrer=www.google.com
https://www.hcl-software.com/ferrari-partnership

