


Harnessing Critical Skills for 
Cyber Resilience and 
Continuous Compliance

KeynoteVision 2030's Digital Shield: 



Key Pillars and Accelerators
Vision 2030

Digital 
Economy

Artificial 
Intelligence

Secure & Trusted 
Infrastructure 

Bigger and more 
diversified, 
expanding the 
availability of digital 
services

Used as a key pillar 
to diversify and 
modernize the 
economy, under 
appropriate 
supervision

Underpinning the 
safety, security and 
availability of 
personal data and 
services throughout 
the Kingdom

Building the new 
generations of Saudi 
talent and designing 
an education system 
more aligned with 
market needs

Saudi Human 
Capability



A Thriving Landscape
Banking Industry

4.6%
Real GDP 
Projected growth FY 
2025

Incremental contribution 
with AI 
by 2030 led by 
financial services

$135.2B 88%
Decision-makers in 
BSFI in Saudi are 
interested in AI 
adoption



Cyber Threats & Regulation
External Pressures

Cost of data breach in KSA (for BFSI 
organizations)

+61%
Ransomware breaches increase against 
Saudi Banks in 2024 vs 2023

SAR 32.8M

41.8%
Of Fintech breaches originating from 
Third-party and software-supply-chain

21%
BFSI share of regional ransomware & 
breach traffic

18%
Of all Hacktivist DDoS attacks in MENA 
aimed at Saudi BFSI

-20,000
Cyber specialist shortfall expected in 
2025

NCA 
ECC

NCA 
CCC

SAMA 
CSF

SDAIA 
PDPL

Others Tightening 
Regulatory 

Landscape across 
the Kingdom of 

Saudi Arabia



Cyber Readiness & Resilience
Opportunity Lies Ahead

Resilience is 
an acute 
C-Suite issue

16 May 2022 
Corporate Strategy Research Team

“Resilience is an urgent C-Suite priorityˮ

“In the wake of global crisis, C-suite and 
functional leaders are telling us they 
must build the capability to bounce back 
from any kind of setback-whether itʼs a 
pandemic, natural disaster, economic 
change, government decision, 
competitive onslaught, cyberattack or 
espionage.ˮ

Prepare 
& Protect
How do you know?
Your organization has the cyber
capabilities to prevent breaches

Detect & Respond

How do you know?
Your organization has the decision-

making skills and muscle memory to 
effectively respond to an incident?

Board Executives Crisis Management Teams Incident Response Team Security Operations Developers IT Professionals Workforce

Cyber
Incident

45% Impact reduction achieved by 
organizations that rehearsed 
response and recovery
(CISO Survey 2024, HCL)



Balancing the Triad
Achieving Cyber Resilience

Processes

People?

Technology

95%

13M

48%

4M

Every 39 seconds, a cyber attack 

occurs. On average $13M is the cost on 

organizations.

Cyber skills gap is estimated to be 4 

million professionals.

of Cybersecurity  breaches are 

caused by Human error.

of CISOs believe that attackers now 

have the skills advantage.

3-6 Months is the average time to fill a cyber 

security position in 2021.

Cybint | 2022 Cyber Security Facts

FireEye | 2020 Cyber Trendscapes Report

ISC – Cybersecurity Hiring- An issue for all

Accenture | 2019 The Cost of Cybercrime

(ISC)2 Cybersecurity Workforce Study, 2019



Achieving Human Cyber Resilience
The Immersive Contribution



Resilience and Compliance Outcomes

The Immersive Contribution

Exercise
Cyber Drills for
All Workforce

Benchmark
Peers, Frameworks
& Regulations

Upskill
All Roles Using 
the Latest Threat 
Intelligence & AI

Prove
Continuous
Evidence

Data and 
Intelligence

Team 
Performance
Data

Individual 
Performance
Data

Threat
Intelligence APIs
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