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ESM Technoloqy Uses BigFix to Help Large Transaction
Processing Company Pass Security Audits and Show PCI
Compliance
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The transaction processing company leveraged BigFix to pass and maintain security and PCl Compliance ensuring the company’s ability to keep
confidential financial information secure.
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The Challenge

Business Challenge:

The company’s asset information was kept in spreadsheets distributed across

different computers in the network. The information was manually maintained but

there was not a specific process ruling the updates being done. The objective was

to implement a solution that could provide them with 100 percent visibility into

what was connected to their networks and could tell them whether those systems

were compliant or not. This solution had to be rolled out in less than a three-

months’ time frame and this was an extremely challenging deadline given the

complexity of the environment and the sensitivity of the information being

managed.

The main challenges were the following:

* Provide visibility to all endpoints connected network and show up-to-date

configuration details.

¢ Eliminate weeks of manual work of gathering endpoint inventory stored in

multiple spreadsheets to prepare for an audit.

* |Improve accuracy and speed of patching. Connie Lamicela, CTO at ESM

Technology, explained, "Some tools, compared to BigFix, will deploy patches

to target workstations, and sometimes will report back old information or not

report back at all. That results in a lot of manual effort. In contrast, BigFix just

works and it's accurate and faster, too.”

® Accurate reporting compliance. Once the company could automatically

discover and track endpoints, then demonstrating PCl and patch compliance

to requlators in time for the deadline was the next goal to achieve.

The Solution

Transformation:

ESM Technology helped the company implement BigFix and meet the three-

month mandate. Using BigFix, the company was able to have a single endpoint

management solution spanning multiple platforms to track, report and remediate

endpoints in real time instead of relying on a mix of different platform-based

solutions.

A senior application analyst commented about how fast BigFix was able to deliver

results. He said,” We discovered hundreds of endpoints in just a few hours, and we

had asset, patch and compliance data in easy-to-read reports within just a few

days.” ESM Technology built custom PCIl and CIS checklists using the checklists

delivered by BigFix. As a result, proving PCl compliance and passing security audits

became easy. The senior analyst at the company said, "BigFix enabled us to

eliminate weeks of manual work and processes to prepare for an audit. We can

give the BigFix reports directly to the auditors, so when we tell them we're in

compliance, the proof and validation is easy to produce and easy for them to

understand”

The Results

Benefits:

With ESM Technology’s assistance, the customer has:

e \isibility to all endpoints connected to their network and ability to track

compliance and quickly remediate endpoints which were non-

compliant. Moreover, BigFix helped the company quickly discover and

bring new endpoints under management as new endpoints joined the

network.

e Substantially improved patching operations, realizing a first pass patch

success rate of over 95%. Since the patch staff spent much less time

remediating failed endpoints and troubleshooting endpoints who were

not reporting in, the company was able to redeploy staff to other IT

projects.

® Provided near real-time compliance data. Ms. Lamicela noted, "BigFix

provides near real time information because the agent continuously

evaluates endpoint every 15 minutes. The agent can also automatically

remediate non-compliance if we chose.”

e Eliminated weeks of manual work and processes to prepare for an audit.

More importantly, the company was able to satisfy requlators by

providing them with reports directly from BigFix, reducing the time to

value

and the exposure of non-compliance.

About the company

ESM Technology is an IT Endpoint Management & Security Solution
Provider delivering endpoint management solutions, integration services,
advanced technical support, and product training. Learn more at
www.esm-technology.com

Solution components used: BigFix Lifecycle, Compliance and Inventory.
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Total Experience

TX software that interconnects
the best to solve the most
complex challenges
organizations face, incorporating
customer experience (CX),
employee experience (EX), user
experience (UX) and multi-

experience (MX).

Success story

Data and Analytics

The tools you need to distill
complex data into clear,
actionable insights — to predict
outcomes, profile customers,
optimize operations and identify
new opportunities through data

patterns and market analysis.
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Cybersecurity

Vulnerability detection,
mitigation and remediation
solutions that deliver secure
DevOps and compliance from

application to endpoint.

Sovereign Collaboration

Sovereign Collaboration

software strateqically prioritizes

autonomy over data. We

understand the importance of

sensitive information and have

designed secure, flexible

solutions to protect it.

Success story

AlS helps International Bank to
Improve Patching and Patch

Reporting

AlS led the team to deliver effective

patch identification and patch validation

processes by integrating BigFix Patch

and BigFix Inventory with the Bank's

home-grown, patch management

system — automating manual processes.

HCLSoftware

HCLSoftware

Business & Industry

Applications

Cybersecurity

Data and Analytics

Al and Intelligent Operations
Total Experience
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Business & Industry Applications

HCL Aftermarket Cloud

HCL Automation Orchestration
HCL CDP

HCL Commerce Cloud

HCL Discover

HCL Marketing Cloud

HCL Unica

Cybersecurity

HCL AppScan

HCL BigFix

HCL BigFix Compliance
HCL BigFix CyberFOCUS
HCL BigFix Remediate

Total Experience

HCL Automation Orchestration
HCL CDP

HCL DX

HCL Foundry

HCL LEAP

HCL TX Platform

HCL Volt MX

Specialized Software

HCL Augmented Network Automation

(SON)

HCL CAMWorks

HCL DFMPro

HCL Geomlech

HCL Mainframe Optimization
HCL Secure DevOps

Helping educational
establishments succeed using
HCL Domino apps

Ambleglow worked with HCL Business
Partner Intec to modernize and update
its application and move it to the cloud

for all-remote staff access during COVID.

Data and Analytics

HCL Actian Data Platform

HCL Actian Ingres

HCL DataConnect

HCL Zeenea Data Discover Platform
HCL Zen

Al and Intelligent Operations
HCL Automation Orchestration
HCL Automation Orchestrator Suite
HCL BigFix

HCL BigFix AEX

HCL BigFix Enterprise+

HCL BigFix Workspace+

HCL iControl

HCL MyXalytics

HCL SX

HCL Workload Automation

Sovereign Collaboration
HCL Connections

HCL Domino

HCL Leap

HCL Link

HCL Notes

HCL Safelinx

HCL Sametime

HCL Verse

HCL DX Drives a Multi-Faceted
Web Presence for Al-Futtaim
Using HCL DX

DX’s robust and flexible solution was key

to digital transformation, enabling each

of many diverse businesses to set up

unique, custom portals of their own.
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