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CLAUSE NUMBER CONTROL DESCRIPTION IMPLEMENTED?
EXTERNAL/
INTERNAL IMPLEMENTED CONTROLS

CONTROL
TYPE COMMENT / JUSTIFICATION FOR EXCLUSION

A.5 ORGANIZATIONAL CONTROLS

A.5.1 Policies for Information Security

A.5.2 Information Security roles and responsibilities

A.5.3 Segregation of duties

A.5.4 Management Responsibilities

A.5.5 Contact with authorities

A.5.6 Contact with special interest groups

A.5.7 Threat Intelligence

A.5.8 Information Security in Project Management

A.5.9 Inventory of Information and other Associated Assets

A.5.10 Acceptable use of Information and other Associated Assets

A.5.11 Return of Assets

A.5.12 Classifications of Information

A.5.13 Labelling of Information

A.5.14 Information Transfer

A.5.15 Access Control

A.5.16 Identity Management

A.5.17 Authentication Information

A.5.18 Access Rights

A.5.19 Information Security in Supplier Relationships

Information security policy and topic-specific policies shall be defined,
approved by management, published, communicated to and
acknowledged by relevant personnel and relevant interested parties,
and reviewed at planned intervals and if significant changes occur.

Yes Internal HCL HCLSoftware Information Security Management
System
HCLSoftware ISMS - Information Security Policy

Preventive HCLSoftware's information security program is governed by formally documented policies and requirements, including
HCLSoftware Information Security Policies, the HCL Privacy Statement, applicable HCL Corporate Policies, and the Code of
Business Ethics and Conduct. These policies and supporting documents establish the organization's information security
framework and are reviewed and updated at defined intervals, or whenever significant business, regulatory, legal, or
technological changes occur, to ensure their continued suitability, adequacy, and effectiveness.

Information security roles and responsibilities shall be defined and
allocated according to the organization needs.

Yes Internal HCL HCLSoftware Information Security Management
System
HCLSoftware ISMS - Security Roles and Responsibilities

Preventive HCLSoftware has defined information security roles and responsibilities through its ISMS policies, standards, and organizational
governance framework. Roles and responsibilities are assigned to appropriate personnel, including management, asset owners,
system owners, information security teams, employees, and third parties, based on their responsibilities and level of access.
These responsibilities include protecting information assets, implementing and maintaining security controls, reporting security
incidents, managing risk, and ensuring compliance with applicable legal, regulatory, contractual, and organizational information
security requirements.

Conflicting duties and conflicting areas of responsibility shall be
segregated.

Yes Internal HCL HCLSoftware ISMS - Segregation of Duties Standard Preventive HCLSoftware follows Instruction that requires Separation of Duties by ensuring that no one individual has two or more
responsibilities or accesses that would allow them to misuse or divert company assets. Product teams are responsible for
ensuring adequate Separation of Duties exists within its organization.

Management shall require all personnel to apply information security in
accordance with the established information security policy,
topic-specific policies and procedures of the organization..

Yes Internal HCL HCLSoftware Information Security Management
System
HCLSoftware ISMS - Information Security Policy

Preventive All HCLSoftware managers ensure that their employees adhere to HCLSoftware Security requirements for the data and IT
resources within their area of responsibility. Managers are also responsible to deny requests for unnecessary access to
resources and to remove access to resources when they are no longer needed by employees.

The organization shall establish and maintain contact with relevant
authorities.

Yes Internal HCL HCLSoftware Information Security Management
System
HCLSoftware ISMS - Information Security Policy

Corrective HCLSoftware works in collaboration with HCLTech to establish and maintain appropriate contacts with relevant authorities.
Where applicable, HCLSoftware leverages HCLTech's corporate governance, legal, compliance, and cybersecurity functions to
coordinate communications, regulatory notifications, and incident reporting in accordance with contractual, regulatory, and
legal requirements. Roles, responsibilities, and escalation procedures are defined to ensure timely and effective engagement
with the appropriate authorities.

The organization shall establish and maintain contact with special
interest groups or other specialist security forums and professional
associations.

Yes Internal HCL Various Policies & Products relate to areas of special
interest

Preventive HCL SW Security & Compliance team maintain contact with special interest groups through a variety of means including by
subscribing to newsletters
HCL Products and Platform Specific teams are responsible for maintaining contact with special interests that may be relevant to
their specific product/platform/domain, as needed.

Information relating to information security threats shall be collected
and analysed to produce threat intelligence.

Yes Internal HCL HCLSoftware ISMS - Security Monitoring and Logging
Policy

Preventive,
Detective

HCLSoftware utilizes Threat Intelligence and Advisory Reports that provide timely and actionable information on current and
potential future cyberattacks. These reports gather, analyze, and contextualize threat data from internal and external sources to
provide a deeper understanding of the evolving threat landscape. The intelligence is used to assess organizational risk, prioritize
remediation activities, improve detection and response capabilities, and support continuous enhancement of the organization's
security posture.

Information security shall be integrated into project management.
Yes Internal HCL HCLSoftware ISMS - System Acquisition, Development

and Maintenance policy
HCLSoftware Secure Engineering Framework (SEF)

Preventive HCLSoftware's Secure Engineering Practices provide security guidelines for project planning and secure development, ensuring
that security is incorporated throughout the project lifecycle. All released products are required to comply with defined
enhanced security requirements and applicable security reviews prior to release, in alignment with the HCLSoftware ISMS.

An inventory of information and other associated assets, including
owners, shall be developed and maintained.

Yes Internal HCL HCLSoftware ISMS - Asset Management Policy Preventive The HCLSoftware ISMS Asset Management Policy requires the identification, documentation, and maintenance of an accurate
and up-to-date asset inventory. Each asset recorded in the inventory is assigned a designated owner who is responsible for its
management and protection. The inventory includes relevant asset information, including ownership, asset type, location
(where applicable), and the applicable information classification, enabling HCLSoftware to manage assets effectively and protect
them in accordance with organizational, contractual, regulatory, and legal requirements.

Rules for the acceptable use and procedures for handling information
and other associated assets shall be identified, documented and
implemented.

Yes Internal HCL HCLSoftware ISMS - Asset Management Policy
HCLSoftware ISMS -  Acceptable Use Standard

Preventive HCLSoftware maintains acceptable use criteria within HCLSoftware ISMS - Asset Management policy. Additionally, it's Code of
Business Ethics and Conduct defines the HCL code of conduct and addresses the issues of, but is not limited to, (1) rules for fair
and appropriate dealings with our customers, competitors, the general public and fellow HCL staff; (2) acquisition and handling
of information about others or owned by others and receiving information that may be confidential or has restrictions on its
use; (3) rules regarding protection of customer-owned data, i.e., that all customer-owned data should be protected (4) rules for
secure processing, storage, transmission, declassification and destruction also considering Information Classification and
labelling

Personnel and other interested parties as appropriate shall return all the
organization’s assets in their possession upon change or termination of
their employment, contract or agreement.

Yes Internal HCL HCLSoftware ISMS - Human Resource Management
Policy

Preventive HCLSoftware has established Human Resources (HR) and Information Technology (IT) processes to manage the return of
physical and electronic assets. HR coordinates the offboarding process and ensures asset return requirements are
communicated and tracked, while IT verifies the return of assigned devices, revokes system and application access, recovers
software and credentials where applicable, and updates asset inventory records. These processes help ensure that
organizational assets are accounted for, protected, and managed in accordance with HCLSoftware security and asset
management requirements.

Information shall be classified in terms of legal requirements, value,
criticality and sensitivity to unauthorized disclosure or modification.

Yes Internal HCL HCLSoftware ISMS -  Information Classification,
Labelling & Handling Standard

Preventive The Information Classification Standard establishes a consistent framework for classifying and protecting information assets
throughout their lifecycle. The standard defines requirements for information ownership, classification levels, labelling,
handling, storage, transmission, retention, and secure disposal to ensure that appropriate security controls are applied based on
the sensitivity of the information and organizational risk.

An appropriate set of procedures for information labelling shall be
developed and implemented in accordance with the information
classification scheme adopted by the organization.

Yes Internal HCL HCLSoftware ISMS -  Information Classification,
Labelling & Handling Standard

Preventive Information Labelling is implemented to ensure that all HCLSoftware information assets are accurately identified and labelled in
accordance with their assigned classification. The objective is to enable appropriate handling, storage, transmission, retention,
and disposal of information while preserving its confidentiality, integrity, and availability.

Information transfer rules, procedures, or agreements shall be in place
for all types of transfer facilities within the organization and between
the organization and other parties.

Yes Internal HCL HCLSoftware ISMS - Human Resource Management
Policy
HCLSoftware ISMS - Cryptography Policy
HCLSoftware ISMS -  Acceptable Use Standard
HCL Code of Business Ethics and Conduct

Preventive HCLSoftware employees shall neither receive from nor disclose to any other party any Confidential Information (as per our Code
of Business Ethics and Conduct) without following procedures. All data in transit is encrypted for protections. HCLSoftware
supplier agreements include security controls on data transfer. Information is never shared without a Non Disclosure agreement
in place. Based on information classification, private/confidential information is not disclosed to unauthorized individuals during
electronic transmission.

Rules to control physical and logical access to information and other
associated assets shall be established and implemented based on
business and information security requirements.

Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive The HCLSoftware Access Control Policy establishes requirements for managing access based on the principles of need-to-know,
least privilege, and management authorization. The policy defines controls for user identification, authentication, access
authorization, assignment of system and security administrative privileges, application security administration, and periodic
review of access rights. Access is granted, modified, and revoked through defined approval processes to ensure that permissions
remain appropriate to the user's business role and responsibilities, thereby protecting the confidentiality, integrity, and
availability of HCLSoftware information assets.

The full life cycle of identities shall be managed.
Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive The HCLSoftware Access Control Policy defines standards for user registration, modification, and de-registration to ensure that

identities are managed in a secure and timely manner. The policy requires Information Owner approval for the provisioning of
access and establishes defined requirements, approval workflows, and timeframes for creating, modifying, disabling, and
removing user identities. These controls help ensure that only authorized individuals are assigned unique identities and that
access is promptly updated or revoked in response to personnel or business changes, thereby protecting the confidentiality,
integrity, and availability of HCLSoftware information assets.

Allocation and management of authentication information shall be
controlled by a management process, including advising personnel on
appropriate handling of authentication information.

Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive The HCLSoftware Access Control Policy establishes requirements for the management of secret authentication information,
including passwords and other authentication credentials. The policy defines controls for creating strong passwords, protecting
authentication information during storage, transmission, use, and renewal, and preventing unauthorized disclosure of
credentials. HCLSoftware requires secure mechanisms for managing password information and enforces password complexity,
change, and protection requirements in accordance with organizational security standards to ensure the confidentiality,
integrity, and availability of information assets.

Access rights to information and other associated assets shall be
provisioned, reviewed, modified and removed in accordance with the
organization’s topic-specific policy on and rules for access control.

Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive Access Rights are managed to ensure that access to HCLSoftware information assets is authorized, appropriate, and based on
business requirements. The HCLSoftware Access Control Policy defines requirements for granting, modifying, reviewing, and
revoking user and privileged access based on the principles of least privilege and need-to-know. Management performs periodic
access reviews to verify employee status, continued business need, and privileged access, while user accounts and access rights
are promptly revoked following termination, role changes, or when access is no longer required.

Processes and procedures shall be defined and implemented to manage
the information security risks associated with the use of supplier’s
products or services.

Yes Internal HCL HCLSoftware ISMS - Supplier Management Policy Preventive Information Security in Supplier Relationships is implemented to ensure that information security risks associated with suppliers
are appropriately managed. HCLSoftware requires information security requirements to be defined and incorporated into
supplier agreements. As a minimum, suppliers are expected to meet security requirements and standards that are aligned with
the HCLSoftware ISMS, ensuring the protection of HCLSoftware information assets and compliance with applicable contractual,
regulatory, and legal obligations.



A.5.20 Addressing Information Security within Supplier Agreements

A.5.21 Managing Information Security in the Information and Communication
Technology (ICT) Supply-Chain

A.5.22 Monitoring, Review and Change Management of Supplier Services

A.5.23 Information Security for use of Cloud Services

A.5.24 Information Security Incident Management Planning and Preparation

A.5.25 Assessment and Decision on Information Security Events

A.5.26 Response to Information Security Incidents

A.5.27 Learning from Information Security Incidents

A.5.28 Collection of Evidence

A.5.29 Information Security during Disruption

A.5.30 ICT readiness for Business Continuity

A.5.31 Legal, Statutory, Regulatory and Contractual Requirements

A.5.32 Intellectual Property Rights

A.5.33 Protection of Records

A.5.34 Privacy and Protection of Personally Identifiable Information (PII)

A.5.35 Independent Review of Information Security

A.5.36 Compliance with Policies, Rules and Standards for Information Security

A.5.37 Documented Operating Procedures

A.6.1 Screening

A.6.2 Terms and Conditions of Employment

A.6.3 Information security awareness, education and training

Relevant information security requirements shall be established and
agreed with each supplier based on the type of supplier relationship.

Yes Internal HCL HCLSoftware ISMS - Supplier Management Policy Preventive HCLSoftware incorporates applicable information security requirements into supplier agreements and requires suppliers to
meet, at a minimum, the security requirements and standards established by the HCLSoftware ISMS. These requirements help
ensure the protection of HCLSoftware information assets and compliance with contractual, regulatory, and legal obligations.

Processes and procedures shall be defined and implemented to manage
the information security risks associated with the ICT products and
services supply chain.

Yes Internal HCL HCLSoftware ISMS - Supplier Management Policy Preventive HCLSoftware evaluates ICT suppliers based on security requirements and incorporates appropriate security controls into
supplier selection, procurement, contracting, and ongoing supplier management processes. ICT suppliers are required to comply
with the applicable security requirements defined by the HCLSoftware ISMS to protect HCLSoftware information assets and
services.

The organization shall regularly monitor, review, evaluate and manage
change in supplier information security practices and service delivery.

Yes Internal HCL HCLSoftware ISMS - Supplier Management Policy Detective,
Corrective

Monitoring, Review and Change Management of Supplier Services is implemented to ensure that supplier services continue to
meet HCLSoftware's information security requirements throughout the duration of the engagement. Supplier agreements
include requirements for performance monitoring, periodic review, and the management of changes to supplier services.
HCLSoftware requires suppliers to maintain compliance with the security requirements and performance standards defined by
the HCLSoftware ISMS, with ongoing oversight to ensure continued effectiveness and compliance.

Processes for acquisition, use, management and exit from cloud services
shall be established in accordance with the organization’s information
security requirements.

Yes Internal HCL HCLSoftware ISMS - Cloud Infrastructure Security
Standard

Preventive,
Detective

HCLSoftware defines applicable information security requirements within cloud service agreements and utilizes Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platform (CWPP) tools to continuously monitor, assess, and
protect cloud environments. These controls help ensure ongoing compliance with the HCLSoftware ISMS and strengthen the
security posture of cloud-hosted information assets.

The organization shall plan and prepare for managing information
security incidents by defining, establishing and communicating
information security incident management processes, roles and
responsibilities.

Yes Internal HCL HCLSoftware ISMS - Information Security Incident
Management Policy
HCLSoftware ISMS - Cybersecurity Incident Response
Plan
HCLSoftware ISMS - Personal Data Incident
Management Standard 

Preventive In alignment with NIST incident response guidance, HCLSoftware maintains a dedicated Incident Response Team with
documented incident response processes, defined roles and responsibilities, and established procedures for handling a range of
security incident scenarios. The Incident Response Team operates 24x7x365 to support HCLSoftware's global operations,
including a specialized Data Incident Response capability for managing incidents involving sensitive information.

The organization shall assess information security events and decide if
they are to be categorized as information security incidents.

Yes Internal HCL HCLSoftware ISMS - Information Security Incident
Management Policy
HCLSoftware ISMS - Cybersecurity Incident Response
Plan

Detective HCLSoftware's Incident Response Team  follows documented procedures to analyze, classify, prioritize, and escalate security
events based on their severity, impact, and business risk. This ensures timely decision-making, appropriate incident handling,
and consistent response in accordance with the HCLSoftware ISMS and established incident response processes.

Information security incidents shall be responded to in accordance with
the documented procedures.

Yes Internal HCL HCLSoftware ISMS - Information Security Incident
Management Policy
HCLSoftware ISMS - Cybersecurity Incident Response
Plan

Corrective Response to Information Security Incidents is implemented to ensure that information security incidents are contained,
investigated, resolved, and recovered in a timely and effective manner. HCLSoftware's Incident Response Team follows
documented incident response procedures to contain threats, eradicate root causes, coordinate recovery activities, and
communicate with relevant stakeholders, ensuring a consistent response in accordance with the HCLSoftware ISMS.

Knowledge gained from information security incidents shall be used to
strengthen and improve the information security controls.

Yes Internal HCL HCLSoftware ISMS - Information Security Incident
Management Policy
HCLSoftware ISMS - Cybersecurity Incident Response
Plan

Corrective Learning from Information Security Incidents is implemented to ensure that lessons learned from information security incidents
are identified and used to improve security controls and incident response capabilities. HCLSoftware performs post-incident
reviews, identifies root causes and corrective actions, and incorporates the outcomes into its security processes, procedures,
and risk management activities to support continual improvement of the ISMS.

The organization shall establish and implement procedures for the
identification, collection, acquisition and preservation of evidence
related to information security events.

Yes Internal HCL HCLSoftware ISMS - Information Security Incident
Management Policy
HCLSoftware ISMS - Cybersecurity Incident Response
Plan

Detective Collection of Evidence is implemented to ensure that evidence relating to information security incidents is identified, collected,
preserved, and handled in a manner that maintains its integrity and admissibility. HCLSoftware follows documented forensic and
evidence-handling procedures, including chain-of-custody requirements where applicable, to support internal investigations,
legal proceedings, regulatory obligations, and disciplinary actions.

The organization shall plan how to maintain information security at an
appropriate level during disruption.

Yes Internal HCL HCLSoftware Business Continuity Policy Corrective Information Security During Disruption is implemented to ensure that information security is maintained during business
disruptions and continuity events. HCLSoftware has a dedicated Business Continuity Management (BCM) Program and BCM
Team responsible for planning, implementing, testing, and maintaining business continuity and disaster recovery capabilities.
The BCM Program integrates information security requirements into continuity planning to ensure that critical business
processes and information assets remain protected and can be restored in accordance with defined recovery objectives and the
HCLSoftware ISMS.

ICT readiness shall be planned, implemented, maintained and tested
based on business continuity objectives and ICT continuity
requirements.

Yes Internal HCL HCLSoftware Business Continuity Policy Preventive,
Corrective

ICT Readiness for Business Continuity is implemented to ensure that ICT services supporting critical business processes remain
available or can be restored within defined recovery objectives during a disruption. HCLSoftware's dedicated Business
Continuity Management (BCM) Program and BCM Team establish, maintain, and periodically test ICT continuity and disaster
recovery capabilities to support business resilience and ensure the availability of critical information systems in accordance with
the HCLSoftware ISMS.

Legal, statutory, regulatory and contractual requirements relevant to
information security and the organization’s approach to meet these
requirements shall be identified, documented and kept up to date.

Yes Internal HCL HCLSoftware Information Security Management
System

Preventive Legal, Statutory, Regulatory and Contractual Requirements are managed to ensure that HCLSoftware identifies, documents, and
addresses applicable obligations relevant to its business operations and information assets. HCLSoftware maintains processes to
monitor changes in applicable legal, regulatory, contractual, and industry requirements and incorporates them into its policies,
standards, and operational practices. Compliance activities are supported through collaboration with Legal, Privacy, Compliance,
and other relevant functions to help ensure ongoing alignment with the HCLSoftware ISMS.

The organization shall implement appropriate procedures to protect
intellectual property rights.

Yes Internal HCL HCLSoftware - Intellectual Property (IP) Policy Preventive Intellectual Property Rights are managed to ensure that HCLSoftware's intellectual property and the intellectual property of
third parties are identified, protected, and used in accordance with applicable legal, regulatory, contractual, and licensing
requirements. HCLSoftware maintains a dedicated Intellectual Property (IP) Management Team responsible for overseeing IP
governance, supporting the protection and management of intellectual property assets, and ensuring compliance with
applicable licensing and intellectual property obligations in alignment with the HCLSoftware ISMS.

Records shall be protected from loss, destruction, falsification,
unauthorized access and unauthorized release.

Yes Internal HCL HCLSoftware Information Security Management
System (tools), HCLSoftware ISMS - Access Controls,
HCL Human Resource Practices and Code of Business
Ethics and Conduct

Preventive Protection of Records is implemented to ensure that business records are protected against loss, unauthorized access,
alteration, destruction, and disclosure throughout their lifecycle. HCLSoftware maintains records in accordance with defined
retention, protection, and disposal requirements, taking into account applicable legal, regulatory, contractual, and business
obligations. Appropriate security controls are applied to preserve the confidentiality, integrity, availability, and evidential value
of records in alignment with the HCLSoftware ISMS.

The organization shall identify and meet the requirements regarding the
preservation of privacy and protection of PII according to applicable
laws and regulations and contractual requirements.

Yes Internal HCL HCLSoftware Privacy Statement
HCLSoftware Privacy Policy

Preventive HCLSoftware maintains a dedicated Privacy Program and applies privacy policies, standards, and technical and organizational
controls to protect PII throughout its lifecycle, in alignment with the HCLSoftware ISMS and the HCL Privacy Statement.

The organization’s approach to managing information security and its
implementation including people, processes and technologies shall be
reviewed independently at planned intervals, or when significant
changes occur.

Yes Internal HCL HCLSoftware ISMS - Internal Audit and Compliance
Policy

Detective HCLSoftware Internal Audit program and external independent auditors perform independent reviews of information security
implementation and compliance.

Compliance with the organization’s information security policy, topic-
specific policies, rules and standards shall be regularly reviewed.

Yes Internal HCL HCLSoftware ISMS - Internal Audit and Compliance
Policy

Detective HCLSoftware Management is responsible for ensuring compliance with the policies and procedures and reviewing the
compliance within their products. Security operational monitoring is conducted on an ongoing basis

Operating procedures for information processing facilities shall be
documented and made available to personnel who need them.

Yes Internal HCL HCLSoftware Information Security Management
System

Preventive HCLSoftware security practices are established through formal documented requirements for operational security activities

Background verification checks on all candidates to become personnel
shall be carried out prior to joining the organization and on an ongoing
basis taking into consideration applicable laws, regulations and ethics
and be proportional to the business requirements, the classification of
the information to be accessed and the perceived risks.

Yes Internal HCL HCLTech - Global Background Verification Policy Preventive Screening is implemented to ensure that personnel are suitable for their roles and to reduce security risks prior to employment.
HCLSoftware performs background verification of new employees through its recruitment process, in accordance with
applicable legal, regulatory, and contractual requirements.

The contractual agreements with employees and contractors shall state
their and the organization’s responsibilities for information security.

Yes Internal HCL HCLSoftware ISMS - Human Resource Management
Policy

Preventive Terms and Conditions of Employment are established to ensure that employees understand their information security
responsibilities. HCLSoftware requires employees to sign confidentiality agreements and comply with the Code of Business
Ethics and Conduct and other applicable information security policies as a condition of employment.

The employment contractual agreements shall state the personnel’s and
the organization’s responsibilities for information security.

Yes Internal HCL HCLSoftware ISMS - Human Resource Management
Policy

Preventive Information Security Awareness, Education and Training is implemented to ensure that personnel understand their information
security responsibilities. HCLSoftware requires all employees to complete annual information security training, with completion
tracked through automated tools and progress communicated to management for follow-up.

A.6 PEOPLE CONTROLS



A.6.4 Disciplinary Process

A.6.5 Responsibilities after Termination or Change of Employment

A.6.6 Confidentiality or Non-Disclosure Agreements

A.6.7 Remote Working

A.6.8 Information Security Event Reporting

A.7.1 Physical Security Perimeter

A.7.2 Physical Entry

A.7.3 Securing Offices, Rooms and Facilities

A.7.4 Physical Security Monitoring

A.7.5 Protecting against External and Environmental Threats

A.7.6 Working in Secure Areas

A.7.7 Clear Desk and Clear Screen Policy

A.7.8 Equipment Siting and Protection

A.7.9 Security of Assets Off-Premises

A.7.10 Storage media

A.7.11 Supporting Utilities

A.7.12 Cabling Security

A.7.13 Equipment Maintenance

A.7.14 Secure Disposal or Reuse of Equipment

A8.1 User Endpoint Devices

A disciplinary process shall be formalized and communicated to take
actions against personnel and other relevant interested parties who
have committed an information security policy violation.

Yes Internal HCL HCLTech - Disciplinary Policy Global
HCLSoftware - Human Resource Management Policy
Code of Business Ethics and Conduct

Corrective Disciplinary Process is implemented to address violations of information security requirements. Employees are required to
comply with the Code of Business Ethics and Conduct, and violations may result in disciplinary action, up to and including
termination of employment, in accordance with established HR policies.

Information security responsibilities and duties that remain valid after
termination or change of employment shall be defined, enforced and
communicated to relevant personnel and other interested parties.

Yes Internal HCL HCLSoftware ISMS - Human Resource Management
Policy

Preventive Responsibilities After Termination or Change of Employment are implemented to ensure that information security obligations
continue to be met when employment changes. HCLSoftware managers are responsible for ensuring the timely modification or
removal of user access following termination or role changes, including verification of continued business need for retained
access.

Confidentiality or non-disclosure agreements reflecting the
organization’s needs for the protection of information shall be
identified, documented, regularly reviewed and signed by personnel and
other relevant interested parties.

Yes Internal HCL HCLSoftware ISMS - Human Resource Management
Policy
HCLTech - Non-Disclosure Policy-Global

Preventive Employees, contractors, and applicable suppliers are required to enter into confidentiality or non-disclosure agreements before
confidential information is shared, in accordance with HCLSoftware policies and contractual requirements.

Security measures shall be implemented when personnel are working
remotely to protect information accessed, processed or stored outside
the organization’s premises.

Yes Internal HCL HCLSoftware ISMS - Human Resource Management
Policy

Preventive HCLSoftware establishes security requirements for remote working through its Security Standards for All Employees and related
policies, including controls for secure access, device protection, and handling of information.

The organization shall provide a mechanism for personnel to report
observed or suspected information security events through appropriate
channels in a timely manner.

Yes Internal HCL HCLSoftware ISMS - Security Incident Reporting
Standard

Detective HCLSoftware personnel are required to report security events through established channels, where incidents are managed by
the Detection Analysis Response Team (DART) in coordination with Product Teams, Legal, and other stakeholders using
documented incident response procedures operating on a 24×7×365 basis

Security perimeters shall be defined and used to protect areas that
contain information and other associated assets.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security

Preventive HCLSoftware's Physical and Environmental Security Policy defines perimeter security requirements for HCL-managed offices,
development environments, and data centers. Physical barriers, controlled access points, and perimeter protection measures
are established based on business and security requirements. Where third-party data centers are utilized, equivalent physical
security controls are required through contractual and supplier management processes.

External Party (if 3rd
party hosted)

Secure areas shall be protected by appropriate entry controls and access
points.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security
HCLSoftware ISMS - Physical Access Standard

Preventive HCLSoftware's Physical and Environmental Security Policy defines requirements for employee access, visitor management,
delivery and loading areas, and entry authorization for HCL-managed facilities. Access is monitored and controlled using
appropriate physical security mechanisms. Equivalent entry controls are expected for third-party hosted facilities.

External Party (if 3rd
party hosted)

Physical security for offices, rooms and facilities shall be designed and
implemented.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security

Preventive HCLSoftware establishes physical security requirements for offices, development environments, and data centers through its
Physical and Environmental Security Policy. Appropriate safeguards are implemented based on risk and business requirements.
Comparable protections are required for facilities managed by third parties.

External Party (if 3rd
party hosted)

Premises shall be continuously monitored for unauthorized physical
access.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security

Preventive HCLSoftware facilities are protected through security monitoring measures such as alarms, surveillance, intrusion detection, and
access logging where appropriate. Monitoring supports timely detection of security events and protection of information
processing facilities. Monitoring activities are performed in accordance with organizational security requirements.

External Party (if 3rd
party hosted)

Protection against physical and environmental threats, such as natural
disasters and other intentional or unintentional physical threats to
infrastructure shall be designed and implemented.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security

Preventive HCLSoftware's Physical and Environmental Security Policy establishes controls to protect facilities and critical infrastructure from
environmental threats. Appropriate safeguards are implemented based on facility risk assessments. Similar protections are
expected from third-party service providers hosting HCLSoftware assets.

External Party (if 3rd
party hosted)

Security measures for working in secure areas shall be designed and
implemented.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security

Preventive HCLSoftware defines requirements for working within secure areas through its Physical and Environmental Security Policy,
including restrictions on unauthorized activities and protection of sensitive information. Personnel are expected to comply with
these requirements while performing their duties. Equivalent controls apply to third-party managed facilities where applicable.

External Party (if 3rd
party hosted)

Clear desk rules for papers and removable storage media and clear
screen rules for information processing facilities shall be defined and
appropriately enforced.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Clear Desk and Clear Screen Policy Preventive Clear Desk and Clear Screen practices are implemented to reduce the risk of unauthorized access to sensitive information.
HCLSoftware requires employees to comply with clean desk and clear screen requirements defined in its Human Resources and
Information Security policies. Employees are responsible for securing documents, portable media, and electronic devices
whenever unattended. These practices apply to both office and remote working environments.

External Party (if 3rd
party hosted)

Equipment shall be sited securely and protected.
Yes Internal HCL (if HCL

hosted)
HCLSoftware ISMS - Physical and Environmental
Security

Preventive Equipment Siting and Protection is implemented to safeguard information processing equipment from unauthorized access,
damage, theft, and environmental hazards. HCLSoftware's Physical and Environmental Security Policy defines requirements for
the secure placement and protection of equipment within offices, development environments, and data centers. Equipment is
positioned and protected according to business and operational risks. Equivalent controls are expected where third-party
facilities are used.External Party (if 3rd

party hosted)

Off-site assets shall be protected.
Yes Internal HCL (if HCL

hosted)
HCLSoftware ISMS - Physical and Environmental
Security

Preventive The Physical and Environmental Security Policy establishes requirements for the secure use, transportation, and storage of
company-owned equipment and information assets. Personnel are responsible for protecting assets against loss, theft, and
unauthorized access while working remotely or traveling.

External Party (if 3rd
party hosted)

Storage media shall be managed through their life cycle of acquisition,
use, transportation and disposal in accordance with the organization’s
classification scheme and handling requirements.

Yes Internal HCL HCLSoftware ISMS - Asset Management policy Preventive HCLSoftware seldom manage/use removable media. However, if we do, Information Owners / Custodians must ensure the
management of removable media in accordance with the information classification. Cryptographic techniques must be used to
protect data on all removable media. Authorization must be required and documented for media removed from the
organization. If no longer required, the contents of any re-usable media that are to be removed from the organization must be
made unrecoverable.

Information processing facilities shall be protected from power failures
and other disruptions caused by failures in supporting utilities.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security

Preventive Supporting Utilities are protected to ensure the continued availability of information processing facilities. HCLSoftware's Physical
and Environmental Security Policy establishes requirements for protecting power supplies, cooling systems,
telecommunications, and other critical utilities supporting business operations. Appropriate resilience measures are
implemented based on operational requirements. Comparable controls are expected for third-party hosted environments.

External Party (if 3rd
party hosted)

Power and telecommunications cabling carrying data or supporting
information services shall be protected from interception or damage.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security

Preventive Cabling Security is implemented to protect power and telecommunications cabling from damage, interception, or unauthorized
access. HCLSoftware's Physical and Environmental Security Policy defines requirements for securing cabling supporting
information processing facilities. Cabling is installed and maintained to minimize operational and security risks. Equivalent
controls are expected from third-party facility providers.

External Party (if 3rd
party hosted)

Equipment shall be maintained correctly to ensure availability, integrity
and confidentiality of information.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security

Preventive Equipment Maintenance is implemented to ensure that information processing equipment remains secure, reliable, and
operational throughout its lifecycle. HCLSoftware performs maintenance activities using authorized personnel and documented
procedures. Information is protected during maintenance, servicing, repair, and replacement activities. Maintenance records
are retained where appropriate in accordance with organizational requirements.

External Party (if 3rd
party hosted)

Items of equipment containing storage media shall be verified to ensure
that any sensitive data and licensed software has been removed or
securely overwritten prior to disposal or re-use.

Yes Internal HCL (if HCL
hosted)

HCLSoftware ISMS - Physical and Environmental
Security
HCLSoftware ISMS - Asset Management

Preventive Secure Disposal or Reuse of Equipment is implemented to prevent unauthorized disclosure of information stored on information
processing equipment. HCLSoftware's Physical and Environmental Security Policy and Asset Management Policy require
information-bearing equipment and storage media to be securely sanitized or destroyed before disposal or reuse. Disposal
activities follow approved methods to ensure that information cannot be recovered. These controls support compliance with
legal, regulatory, and organizational requirements.External Party (if 3rd

party hosted)

Information stored on, processed by or accessible via user end point
devices shall be protected.

Yes Internal HCL HCLSoftware ISMS - Endpoint Protection Standard Preventive User Endpoint Devices are managed to ensure that devices used to access HCLSoftware information and information processing
facilities are protected against unauthorized access and security threats. HCLSoftware establishes security requirements for
endpoint devices through its Endpoint protection, Access Control, and Asset Management policies, including device hardening,
encryption, endpoint protection, and secure configuration. Corporate-managed devices are monitored and managed to
maintain compliance with the HCLSoftware ISMS and applicable security standards.

A.7 PHYSICAL CONTROLS

A.8 TECHNOLOGICAL CONTROLS



A.8.2 Privileged Access Rights

A.8.3 Information Access Restriction

A.8.4 Access to Source Code

A.8.5 Secure Authentication

A.8.6 Capacity Management

A.8.7 Protection against Malware

A.8.8 Management of Technical Vulnerabilities

A.8.9 Configuration Management

A.8.10 Information Deletion

A.8.11 Data Masking

A.8.12 Data Leakage Prevention

A.8.13 Information Back Up

A.8.14 Redundancy of Information Processing Facilities

A.8.15 Logging

A.8.16 Monitoring Activities

A.8.17 Clock Synchronization

A.8.18 Use of Privileged Utility Programs

A.8.19 Installation of Software on Operational Systems

A.8.20 Network Controls

A.8.21 Security of network services

A.8.22 Segregation of Networks

The allocation and use of privileged access rights shall be restricted and
managed.

Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive Privileged Access Rights are managed to ensure that elevated system and administrative privileges are granted only to
authorized personnel. The HCLSoftware Access Control Policy requires management approval before privileged access is
provisioned and mandates periodic reviews to validate the continued business need. Privileged access is assigned in accordance
with the principles of least privilege and need-to-know.

Access to information and other associated assets shall be restricted in
accordance with the established topic-specific policy on access control.

Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive HCLSoftware defines access control requirements at both the system and application levels through the Access Control Policy.
Access is granted based on approved business need, user roles, and information classification to protect the confidentiality,
integrity, and availability of information assets.

Access to program source code shall be restricted.
Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive Access to Source Code is implemented to prevent unauthorized modification and disclosure of application source code.

HCLSoftware defines processes for the controlled access and modification of source code, requiring appropriate management
authorization and the use of established change management procedures. Access is restricted to authorized personnel based on
business requirements.

Secure authentication technologies and procedures shall be
implemented based on information access restrictions and the
topic-specific policy on access control.

Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive Secure Authentication is implemented to ensure that access to systems and applications is authenticated using secure
mechanisms. HCLSoftware requires secure logon procedures for all production systems, treating system, application, and data
access as confidential unless explicitly exempted. Authentication controls are implemented in accordance with the HCLSoftware
Access Control Policy to protect against unauthorized access.

The use of resources shall be monitored, tuned and projections made of
future capacity requirements to ensure the required system
performance.

Yes Internal HCL HCLSoftware ISMS - Security Readiness Standard,
Provisioning and Deprovisioning

Preventive Capacity Management is implemented to ensure that information processing facilities have sufficient capacity to meet current
and future business requirements. HCLSoftware's Security Readiness Standard, Provisioning and Deprovisioning Standard, and
Health Check Policy define requirements for capacity planning, forecasting, monitoring, and periodic health checks. Capacity is
monitored on an ongoing basis to support system availability, performance, and business continuity.

Protection against malware shall be implemented and supported by
appropriate user awareness.

Yes Internal HCL HCLSoftware ISMS - Security Readiness Standard,
Provisioning and Deprovisioning

Preventive,
Detective

Protection Against Malware is implemented to safeguard HCLSoftware information assets from malicious software. HCLSoftware
requires all corporate-managed devices to utilize approved endpoint protection and anti-malware solutions capable of
detecting, preventing, and blocking malware. Malware protection is centrally managed, regularly updated, and monitored to
ensure continued compliance with the HCLSoftware ISMS.

Information about technical vulnerabilities of information systems in use
shall be obtained, the organization’s exposure to such vulnerabilities
shall be evaluated and appropriate measures shall be taken.

Yes Internal HCL HCLSoftware ISMS - Vulnerability and Penetration
Testing Policy
HCLSoftware ISMS - Network Vulnerability
Management Standard
HCLSoftware ISMS - Application Vulnerability
Management Standard

Preventive,
Detective,
Corrective

Management of Technical Vulnerabilities is implemented to ensure that vulnerabilities affecting HCLSoftware information
systems are identified, assessed, and remediated in a timely manner. HCLSoftware performs network vulnerability assessments,
application vulnerability scanning, and penetration testing using approved security tools and methodologies aligned with
OWASP and industry best practices. Initial and periodic vulnerability scans are conducted, security advisories are monitored,
and applicable patches are applied within defined remediation timelines based on risk. All identified vulnerabilities are tracked
through to closure, with remediation activities monitored to ensure compliance with the HCLSoftware ISMS and secure
operational requirements.

Configurations, including security configurations, of hardware, software,
services and networks shall be established, documented, implemented,
monitored and reviewed.

Yes Internal HCL HCLSoftware ISMS - Configuration Management
Standard

Preventive Configuration Management is implemented to establish, maintain, and control secure configurations for IT systems,
applications, databases, operating systems, cloud resources, and network devices throughout their lifecycle. The objective is to
ensure that all configuration items are identified, documented, approved, monitored, and managed in a consistent manner to
reduce security risks, prevent unauthorized changes, and maintain the confidentiality, integrity, and availability of HCLSoftware
information assets.

Information stored in information systems, devices or in any other
storage media shall be deleted when no longer required.

Yes Internal HCL HCLSoftware ISMS - Personal Data Retention and
Deletion Standard

Preventive Information Deletion is implemented to ensure that personal and sensitive information is retained only for as long as necessary
to meet business, legal, regulatory, and contractual requirements. HCLSoftware manages information retention and deletion
through established data retention policies. Personal data is securely deleted, destroyed, anonymized, or removed from
information systems once the retention period expires or the business purpose has been fulfilled.

Data masking shall be used in accordance with the organization’s
topic-specific policy on access control and other related topic-specific
policies, and business requirements, taking applicable legislation into
consideration.

Yes Internal HCL HCLSoftware ISMS - Data Privacy Policy Preventive Data Masking is implemented to protect sensitive and personal information from unauthorized disclosure, particularly in
non-production environments. HCLSoftware applies data masking, anonymization, or pseudonymization techniques where
appropriate to minimize exposure of sensitive data while supporting business and development activities. These controls are
implemented in accordance with data classification, privacy, and regulatory requirements.

Data leakage prevention measures shall be applied to systems, networks
and any other devices that process, store or transmit sensitive
information.

Yes Internal HCL HCLSoftware ISMS - End Point Protection Standard Preventive,
Detective

Data Leakage Prevention (DLP) is implemented to detect and prevent the unauthorized disclosure or exfiltration of HCLSoftware
information. DLP capabilities are deployed on corporate endpoint devices as part of the standard endpoint security
configuration and continuously monitor data movement. Security events are reported to the Detection Analysis Response Team
(DART), which investigates incidents and, where necessary, isolates or quarantines affected devices to prevent further risk.

Backup copies of information, software and systems shall be maintained
and regularly tested in accordance with the agreed topic-specific policy
on backup.

Yes Internal HCL HCLSoftware ISMS -  Backup and Recovery Standard Preventive,
Corrective

Information Backup is implemented to ensure the availability and recoverability of critical information and systems.
HCLSoftware performs scheduled backups of critical information, including daily and weekly backups where applicable. Backup
data is encrypted, securely stored, and protected against unauthorized access, with restoration capabilities tested periodically
to support business continuity and disaster recovery requirements.

Information processing facilities shall be implemented with redundancy
sufficient to meet availability requirements.

Yes Internal HCL HCLSoftware ISMS - Information Security Aspects of
Business Continuity

Preventive,
Corrective

Redundancy of Information Processing Facilities is implemented to maintain the availability and resilience of critical business
services. HCLSoftware incorporates redundancy and resilience requirements into its infrastructure and continuity planning to
reduce the impact of system failures and service disruptions. These capabilities are supported through the organization's
Business Continuity Management (BCM) Program and disaster recovery processes.

Logs that record activities, exceptions, faults and other relevant events
shall be produced, stored, protected and analysed.

Yes Internal HCL HCLSoftware ISMS - Security Monitoring and Logging
Policy
HCLSoftware ISMS - Logging Management Standard

Detective Logging is implemented to record security-relevant events and support monitoring, investigation, and incident response.
HCLSoftware's security policies require standard methods for event logging across systems and applications, including
administrator and operator activities. Access to logs is restricted to authorized personnel, logging cannot be disabled without
appropriate authorization, and log integrity is protected against unauthorized modification.

Networks, systems and applications shall be monitored for anomalous
behaviour and appropriate actions taken to evaluate potential
information security incidents.

Yes Internal HCL HCLSoftware ISMS - Security Monitoring and Logging
Policy

Detective Monitoring Activities are implemented to detect suspicious activity, identify security events, and support timely incident
response. HCLSoftware maintains documented security monitoring and logging standards that define monitoring requirements,
approved security tools, dashboards, alerts, and reporting processes. Monitoring activities are continuously performed by
security operations teams, with identified events analyzed and escalated through established incident management processes.

The clocks of information processing systems used by the organization
shall be synchronized to approved time sources.

Yes Internal HCL HCLSoftware ISMS - Security Readiness Standard,
Provisioning and Deprovisioning

Preventive Clock Synchronization is implemented to ensure that system clocks are synchronized across HCLSoftware information processing
facilities, supporting accurate event logging, monitoring, and forensic investigations. HCLSoftware's Security Readiness Standard
requires all servers, endpoints, and network devices to synchronize with approved time sources. Consistent timestamps help
maintain the integrity of audit logs and support effective incident detection and response.

The use of utility programs that can be capable of overriding system and
application controls shall be restricted and tightly controlled.

Yes Internal HCL HCLSoftware ISMS - Access Controls policy Preventive Use of Privileged Utility Programs is implemented to prevent the unauthorized use of utilities capable of overriding system and
application controls. The HCLSoftware Access Control Policy restricts access to privileged utility programs to authorized
personnel based on business need and management approval. The use of such utilities is controlled, monitored, and
periodically reviewed to minimize security risks.

Procedures and measures shall be implemented to securely manage
software installation on operational systems.

Yes Internal HCL HCLSoftware ISMS - System Acquisition, Development
and Maintenance
HCLSoftware ISMS - Security Readiness Standard,
Provisioning and De-provisioning Policy
HCLSoftware ISMS - Patch Management
HCLSoftware - Asset Management
HCL Code of Business Ethics and Conduct.

Preventive HCL practices for software deployment, device readiness and patch management assure the controls required for software
installation and management on operating systems

Networks and network devices shall be secured, managed and
controlled to protect information in systems and applications.

Yes Internal HCL HCLSoftware ISMS - Network and Firewall Policy
HCLSoftware ISMS - Security Readiness Standard,
Provisioning and De-provisioning Policy
HCLSoftware - Network Data Security Standard
HCLSoftware - Network Control Standard

Preventive Networks Security is implemented to protect HCLSoftware's network infrastructure and information in transit from
unauthorized access and cyber threats. HCLSoftware establishes security requirements for the management of networks,
network devices, and network services through its network security policies and standards. Security controls are implemented
to preserve the confidentiality, integrity, and availability of data transmitted across HCLSoftware environments.

Security mechanisms, service levels and service requirements of
network services shall be identified, implemented and monitored.

Yes Internal HCL HCLSoftware ISMS - Network and Firewall Policy
HCLSoftware ISMS - Network Data Security Standard
HCLSoftware ISMS - Network Control Standard

Preventive Security of Network Services is implemented to ensure that network services are securely designed, configured, and managed.
HCLSoftware defines security requirements for network services, including authentication, access control, encryption, and
service availability, through documented policies and operational standards. Network services are monitored and managed to
ensure they continue to meet business and information security requirements.

Groups of information services, users and information systems shall be
segregated in the organization’s networks.

Yes Internal HCL HCLSoftware ISMS - Network and Firewall Policy
HCLSoftware ISMS - Network Data Security Standard
HCLSoftware ISMS - Network Control Standard

Preventive Segregation of Networks is implemented to reduce the risk of unauthorized access and limit the impact of security incidents.
HCLSoftware uses network segmentation and logical separation of environments, including production, development, and
management networks, based on business and security requirements. Segregation controls are periodically reviewed to ensure
continued effectiveness and alignment with organizational risk.



A.8.23 Web Filtering

A.8.24 Use of Cryptography

A.8.25 Secure Development Life Cycle

A.8.26 Application security requirements

A.8.27 Secure System Architecture and Engineering Principles

A.8.28 Secure Coding

A.8.29 Security Testing in Development and Acceptance

A.8.30 Outsourced Development

A.8.31 Separation of Development, Test and Production Environments

A.8.32 Change Management

A.8.33 Test Information

A.8.34 Protection of Information Systems during Audit Testing

Access to external websites shall be managed to reduce exposure to
malicious content.

Yes Internal HCL HCLSoftware ISMS - Web Application Firewall
Standard

Preventive,
Detective

Web Filtering is implemented to protect users and information systems from malicious or inappropriate web content.
HCLSoftware monitors and controls network traffic using security technologies, including firewalls and web filtering capabilities,
to identify and block malicious activity. Network traffic and security events are continuously monitored, and firewall and
network security controls are periodically reviewed to identify vulnerabilities and maintain a secure operating environment.

Rules for the effective use of cryptography, including cryptographic key
management, shall be defined and implemented.

Yes Internal HCL HCLSoftware ISMS - Cryptography policy
HCLSoftware ISMS - Infrastructure Cryptographic
Algorithms Standard 
HCLSoftware ISMS -Infrastructure Cryptographic
Certificates Standard 
HCLSoftware ISMS -Infrastructure Cryptographic Key
Management Standard 
HCLSoftware ISMS -Cryptographic Usage Standard

Preventive Use of Cryptography is implemented to protect the confidentiality and integrity of HCLSoftware information. HCLSoftware
requires encryption for data at rest and in transit using approved cryptographic algorithms and protocols. The organization
maintains policies governing the generation, distribution, storage, rotation, and retirement of cryptographic keys throughout
their lifecycle in accordance with industry best practices and the HCLSoftware ISMS.

Rules for the secure development of software and systems shall be
established and applied.

Yes Internal HCL HCLSoftware ISMS - System Acquisition, Development
and Maintenance policy
Secure Engineering Framework (SEF)

Preventive Secure Development Life Cycle (SDLC) is implemented to ensure that information security is integrated throughout software
development. HCLSoftware applies Secure Engineering principles across all phases of development, including security
requirements, design reviews, secure coding, testing, deployment, and formal change management. Security activities are
embedded within the development lifecycle to support the delivery of secure products.

Information security requirements shall be identified, specified and
approved when developing or acquiring applications.

Yes Internal HCL HCLSoftware ISMS - System Acquisition, Development
and Maintenance policy
HCLSoftware Secure Engineering Framework (SEF)
HCLSoftware ISMS - Cryptography Policy

Preventive Application Security Requirements are established to ensure that security controls are identified and implemented during the
design and development of applications. HCLSoftware assesses security requirements for applications and applies appropriate
protective measures, including encryption for information transmitted over public networks. Security requirements are
incorporated into development activities through the Secure Engineering Framework (SEF).

Principles for engineering secure systems shall be established,
documented, maintained and applied to any information system
development activities.

Yes Internal HCL HCLSoftware ISMS - System Acquisition, Development
and Maintenance policy
HCLSoftware Secure Engineering Framework (SEF)
HCLSoftware ISMS - Cryptography Policy

Preventive Secure System Architecture and Engineering Principles are implemented to ensure that security is incorporated into the design
of systems and applications. HCLSoftware applies documented Secure Engineering principles and architectural standards that
promote secure-by-design and defense-in-depth practices throughout the system lifecycle.

Secure coding principles shall be applied to software development.
Yes Internal HCL HCLSoftware ISMS - System Acquisition, Development

and Maintenance policy
HCLSoftware Secure Engineering Framework (SEF)

Preventive Secure Coding is implemented through the Secure Engineering Framework (SEF), which defines secure coding guidelines,
mandatory security requirements, and development best practices. The framework promotes secure by design, secure
implementation, and secure deployment principles to reduce software vulnerabilities and improve product security throughout
the development lifecycle. HCLSoftware also mandates Secure Coding Training for personnel involved in software development
to ensure developers are equipped with current secure coding practices, vulnerability prevention techniques, and compliance
with organizational secure development requirements.

Security testing processes shall be defined and implemented in the
development life cycle.

Yes Internal HCL HCLSoftware Secure Engineering framework (SEF)
HCLSoftware ISMS - System Acquisition, Development
and Maintenance policy

Preventive,
Detective

Security Testing is implemented to verify that systems and applications meet defined security requirements before release.
HCLSoftware incorporates security testing activities, including vulnerability assessments, static application security testing
(SAST), dynamic application security testing (DAST), penetration testing (where applicable), and open-source dependency
scanning as part of its Secure Engineering practices. Identified vulnerabilities are tracked to remediation and verified prior to
product release to ensure compliance with HCLSoftware security requirements.

The organization shall direct, monitor and review the activities related to
outsourced system development.

No Not Applicable HCLSoftware ISMS - System Acquisition, Development
and Maintenance policy

Not Applicable HCLSoftware currently performs software development internally. Should outsourced development be utilized, documented
policies, contractual security requirements, supplier assessments, and oversight controls will be applied in accordance with the
HCLSoftware ISMS.

Development, testing and production environments shall be separated
and secured.

Yes Internal HCL HCLSoftware Secure Engineering framework (SEF)
HCLSoftware ISMS - System Acquisition, Development
and Maintenance policy
HCLSoftware ISMS - Separation of Environments
Standard 

Preventive Separation of Development, Test and Production Environments is implemented to reduce the risk of unauthorized access and
unintended changes to production systems. HCLSoftware maintains logical separation between development, test, and
production environments as part of its Secure Engineering practices. Access and change activities are controlled to protect
production information and services.

Changes to information processing facilities and information systems
shall be subject to change management procedures.

Yes Internal HCL HCLSoftware Secure Engineering framework (SEF)
HCLSoftware ISMS - System Acquisition, Development
and Maintenance policy
HCLSoftware ISMS - Change Control Standard

Preventive HCLSoftware applies formal change control procedures, including risk assessment, approval, verification, validation, and
post-implementation review, to minimize risks to the confidentiality, integrity, and availability of information assets.

Test information shall be appropriately selected, protected and
managed.

Yes Internal HCL HCLSoftware Secure Engineering framework (SEF)
HCLSoftware ISMS - System Acquisition, Development
and Maintenance policy

Preventive Test Information is protected to prevent unauthorized disclosure or misuse during development and testing activities.
HCLSoftware applies Secure Engineering practices to ensure that test data is appropriately protected, controlled, and, where
appropriate, masked or anonymized. Access to test information is restricted based on business need and information
classification.

Audit tests and other assurance activities involving assessment of
operational systems shall be planned and agreed between the tester
and appropriate management.

Yes Internal HCL HCLSoftware ISMS - Health Check of Environments
HCLSoftware ISMS - Internal Audit and Compliance

Preventive Protection of Information Systems During Audit Testing is implemented to ensure that audit activities do not adversely affect
operational systems or information security. HCLSoftware conducts health checks and internal audits using controlled
procedures to assess compliance with ISMS requirements while minimizing operational risks. Audit activities are planned,
authorized, and coordinated with system owners to protect the availability and integrity of production environments.


